Announcements

e HW 4 due Thursday — 11:00 AM

 |f you have any questions regarding HW3, Project
Proposal and Midterm, please drop by during the
office hour (or by appt)
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 |ntroduction to cryptography

— Technology aspects
e Encryption: asymmetric key, symmetric key
« Authentication and access control

— Social aspects

@ Mar 13, 2001 CSCI {4,6}900: Ubiquitous Computing




NN EUEWAE

* Important to understand threat and perform risk
analysis

— No system is “secure”, systems usually trade security for
performance, ease of use etc.

— If information is worth x and it costs y to break into system
and if (x <y), then not worth encryption

— Wasteful to build a system that is more secure than is
necessary

e Ssh in CS dept — good
* Denying news server access from outside UGA - bad

— Palm pilots may not require powerful encryption systems if
they are expected to be physically secure
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End-to-end argument

 End-to-end argument is appropriate for building a
secure system

— Perform security at lower levels if simple and does not
Impact performance

— Higher levels usually know best regarding data integrity
requirements

Mobile
device Server
<

Should
this link be
encrypted?
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Security Attacks

e Social engineering attacks
— Preys on people gullibility (good nature), hardest to defend

e E.g. | once got an unlisted number from a telephone
operator because | sounded desperate (I was, but that
was not the point)

e E.g. If I walk in with coupla heavy looking boxes into
the elevator to go to Boyd 5™ floor (at night) would you
let me in? You can go into “secure” companies by
looking like you “belong” there

e Denial of service attacks

— Network flooding, Distributed DOS, holding resources,
viruses
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Common technology - firewalls

 Firewalls are used to restrict the kinds of network
traffic in/out of companies
— Application level proxies
— Packet level firewalls

e Does not prevent end-to-end security violations

— People sometimes email list of internal computer users
outside firewall to scrupulous “researchers”

— Emails viruses exploit certain vulnerabilities in VBS to get
around firewalls
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Encryption methods

e Symmetric cryptography
— Sender and receiver know the secret key (apriori )

e Fast encryption, but key exchange should happen
outside the system

« Asymmetric cryptography
— Each person maintains two keys, public and private
« M ° PrivateKey(PublicKey(M))
M ° PublicKey (PrivateKey(M))

— Public part is available to anyone, private part is only
known to the sender

— E.g. Pretty Good Privacy (PGP), RSA
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My Public Key
----- BEG N PGP PUBLI C KEY BLOCK- - - - -

Version: PGPfreeware 7.0.3 for non-conmercial use <http://ww. pgp. conp

NG BDgt LPWRBADNG0+91 kDv 1 8t / 3wdL3CSO4Dyt EHONj r NwAYYI aewp3M| sxkP
p6i Vbl wi i CHAT4ANgkar u+kaEQLhSTa7E/ FOyQCWN5J0ulU7nt gTKFyt 7VG0t X AVX
t V7ITuyxNogJkpnm2BqoKqqUdCdbmt+Gur X/ @ynbl Nj EOvhcy0i 1t t xgyDr wCg/ 8HZ
t MDi 06VVNc R/ QCnmA+JdHGMVEAI j XLVVI7huEt puVDi g4J53ecV3HXQrbXoUZg4 Sc
n+nsvXe4UD+6! dub/ ri OqBy22f BBAKhUsMBI Ggr 7h19X3RGdw yBVox+BLaj pW-
F+ddj JAVSFeTvNanhnXL9a3nwCThb4aEUTdD61kgoUW| 2BnsK1DUS02X6AsZYo+
GknQA/ 92dUNYUz spPLkXvPj Co+uJEr ZAdaN+UYs IWD3AI YugVLkc3nQBQy SO4bAR
Xi tj nNODA6Kz/ j 6e+cqReCyEuBnPt aY/ Nn/ dAnll gU J/ Et KQQJ4kr | 3+RxRm pY
Ut W TaakV/ QCXkB/ yB9i 6i Af sCpr | cRSpnZAGUNXr +pHTHBOI LQMU3Vy ZWsk YXI g
@hhbnRy YSA8c3Vy ZWok YXJAY3MudWIhLnmvk dT6J AFgEEBECABgFA] gt LPW OVl
CAc CAQo CCQEFGMVAAAAACOKQ U7dFVW ei sqTACH XxU9alnmbouV2nbWix6MHat Q6
TOgAoMBWLPBRWI z3BI gcnSsZ2UPNJHDUQ NBDgt LPWQCAD2Q e3CHBI F3Ki ut ap
QVMF6PI TETI Pt vFuuUs4l NoBplaj FOmPQFXz 0Af GyOOpl K33TGSGSf gMy711 6Rf U
0dNQ+PVZX9x2Uk89PY3bzpnhV5JZzf 24r nRPxf x2vl PFRzBhznzJZv8V+bv9kV7H
Aar TWs6NoKVy Ot Qa8L9GAFgr 5f SI / VhOSdvNI LSd5JEHNNs zbDgNRROPS | i zHHXb
LY7288kj WEPWpVSY] Y67VYy4XT) TNP18F1dDox0YbN4z| Sy1Kv884bEpQBgRj XyE
pwpy 1lobEAXnI Byl 6ypUM2Zaf q9AKUIs CRt M PVak XUGF nHy Qi Usi GSa6q6JewlXp
Mys 7AAl CCACLXNC3Vt h553Y90JCvyMBmPWevr kj f EGF Bi CFDZOHONVB1ywUy V6j T
QO 1sUsgR7j GB26XBsnl Y96a9WIpUol +20Yst FLRj 8s XOVXuaP/ YTngSLv8206SWi
BzelS0YJcU31l/ zdCft sz67UWI8vg39ye Gy GBKQP83p9DKpi 4Z5KAM29p8eCt 9BY+
ki d94h9+16ZT8JLF0i EwGapZvpaTucCNoC8t 6 CKPt 00dGpkYp7uBYoSzLgNvUn2n
Bj GVEnLui oabgbCaonDEr | TY2i NeWBCCgj j Yvgg/ Hnu7HB2xKzuVUNLNTGogcuNI
Yx88mi +d/ HXTY6YNr 9x NWOf OpVkZDVB0Oi QBVBBgRAgAMBQ 61 Sz 8BRs MAAAAAA0J
EJVA3RVVNn3or Yhl Aol QPxGvHMX8c6kaAZgkolzYCei xcAJ9t pSh/ KQZr | N/ Bpy TW
9Xgv4qxKEA==

=Pv50

----- END PGP PUBLI C KEY BLOCK- - - - -

@ Mar 13, 2001 CSCI {4,6}900: Ubiquitous Computing




RSA

« Named after Rivest, Shamir and Adleman (‘morrow)
— Only receiver receives message:
 Encode message using receivers public key

— Only sender could’ve sent the message
 Encode message using sender’s private key

— Only sender could’ve sent the message and only receiver
can read the message

 Encode message using receivers public key and then
encode using our private key
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« Strength of crypto system depends on the strengths
of the keys

 Computers get faster — keys have to become harder
to keep up

e |f It takes more effort to break a code than is worth, it
IS okay

— Transferring money from my bank to my credit card and
Citibank transferring billions of dollars with another bank
should not have the same key strength
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Public Key Infrastructure (PKIl)

Process of issuing, delivering, managing and

revoking public keys

E.g. Secure Sockey Layer (SSL)
— Client C connects to Server S
1. C requests server certificate from S

o 0k W

S sends server certificate with Spublic to C
C verifies validity of Spublic
C generate symmetric key for session
C encrypts Csymmetric using Spublic
C transmits Csymmetric(data) and

Spublic(Csymmetric) to S

)
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Authentication

 |dentification verification process
— E.g. kerberos certificates, digital certificates, smart cards

o Used to grant resources to authorized users
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Discussion
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