Overview: Chapter 3

» Networking sensors

B Most likely wireless (radio, acoustic for underwater)

® Spatial scale dictates that communications occur via routing
through other sensors

® Assumptions of radio range important.

— Simple: disk of radius r.

— Real systems encounter reflection, diffraction and scattering
® Deployment is ad hoc - need to learn the route

— Reduce state maintained in each sensor
® Energy is a big concern

® Limited or no mobility (if they were mobile, then the mobility
mechanisms should provide with energy)

® Assume that nodes know their geographic location
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- Medium access control

» Manages access to the physical layer
Fairness at node level not as important as in WLAN
Nodes are mostly idle (till something happens)

In network processing to improve bandwidth utilization
Lack of mobility can be used

Energy efficiency, scalability are important factors
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-I MACs from Wireless LAN/Cellular

» Time Division Multiple Access (TDMA)
» Frequency Division Multiple Access (FDMA)
» Code division multiple access (CDMA)

» Carrier Sense Multiple Access (CSMA/CA)
» Major sources of energy waste

- ldle listening

+ Collisions

« Control overhead
* Overhearing
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» Periodic listen and sleep
B Turn off radio when sleeping
Neighbors should have same schedule

B Each node broadcasts its schedule every few periods of
sleeping and listening

B Re-sync when receiving a schedule update

B Schedule packets also serve as beacons for new nodes to join
a neighborhood

» Collision avoidance - DCF
» Overhearing avoidance: Receive packets destined to others
B Solution: Sleep when neighbors talk

® The duration field in each packet informs other
nodes the sleep interval

» Massage passing
B Schedule entire message rather than fragments
m Unfair but appropriate for sensor networks
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-I IEEE 802.15.4 and Zigbee

» PANs
B Low bit rate (115.2 kbps)
B Achieves power efficiency with phy and mac layer
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- General Issues

» Topology maintenance is a problem (scale, duty
cycle of routing sensors)
B Localize routing decisions (do not have a global view)

B Reactive protocols - construct routes when needed (DSR,
AODV)

B Local stateless algorithms
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Dynamic Source Routing (DSR)

 When node S wants to send a packet to node D, but
does not know a route to D, node S initiates a route
discovery

« Source node S floods Route Request (RREQ)

« Each node appends own identifier when forwarding
RREQ




Route Discovery in DSR
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Represents a node that has received RREQ for D from S




Route Discovery in DSR

[X,Y] Represents list of identifiers appended to RREQ

Broadcast transmission




Route Discovery in DSR

* Node H receives packet RREQ from two neighbors:
potential for collision




Route Discovery in DSR

* Node C receives RREQ from G and H, but does not forward
it again, because node C has already forwarded RREQ onc




Route Discovery in DSR

* Nodes J and K both broadcast RREQ to node D
* Since nodes J and K are hidden from each other, their
transmissions may collide
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Route Discovery in DSR

* Node D does not forward RREQ, because node D
is the intended target of the route discovery
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Route Discovery in DSR

« Destination D on receiving the first RREQ, sends a
Route Reply (RREP)

 RREP is sent on a route obtained by reversing the
route appended to received RREQ

« RREP includes the route from S to D on which
RREQ was received by node D




Route Reply in DSR

<— Represents RREP control message
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Route Reply can be sent by reversing the route in Route Request
(RREQ) only if links are guaranteed to be bi-directional

— To ensure this, RREQ should be forwarded only if it received on a link that is
known to be bi-directional

If unidirectional (asymmetric) links are allowed, then RREP may need a
route discovery for S from node D

— Unless node D already knows a route to node S

— If a route discovery is initiated by D for a route to S, then the Route Reply is
piggybacked on the Route Request from D

If IEEE 802.11 MAC is used to send data, then links have to be bi-
directional (since Ack is used)




* Node S on receiving RREP, caches the route
included in the RREP

 When node S sends a data packet to D, the entire
route is included in the packet header

— hence the name source routing

* |Intermediate nodes use the source route included in
a packet to determine to whom a packet should be
forwarded




Data Delivery in DSR

Packet header size grows with route length

DATA [S,E,F,J,D]




- Sensor issues

» Separation of address and content no longer
necessary

» Networks operates in a PUSH and PULL model
m Individual nodes not important, the sensed data is
B Data centric view
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Geographic, energy aware routing

» Assumptions
B All nodes know their geographic location
B Each node knows its immediate one-hop neighbors

B Routing to a node at a given location or a geographic
region

B Each packet can hold a fixed amount of routing
information to keep track of where it has been

» Greedy distance routing
» Compass routing
m Do not have a global view of the network

B Can get stuck in local minima
m Convex perimeter routing to get us out of such minima
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Energy minimizing broadcast

» Multihop communications can be efficient

» All nodes within range can listen
B Use these to broadcast to all nodes

» Attributed based routing: Directed diffusion

m Data centric

® Sinks place requests as interests

— Flooding or rumor routing (emanate from source and sink
along a curve)

® Sources are eventually found and satisfy interests
® Intermediate nodes route data toward sinks
B Localized repair and reinforcement

m Multi-path delivery for multiple sources, sinks, and
qgueries
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(a) Interest propagation (b) Initial gradients set up (c) Data delivery along re-
inforced path
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- Georgraphic Hash Tables

» Similar in idea to structured P2P

B Sensed items are hashed and stored in the geographic
locaton pointed to by the hash

B Route towards that hash
B If no node exists at that location, store at a nearby node
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