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Risk analysis

• Important to understand threat and perform risk
analysis
– No system is “secure”, systems usually trade security for

performance, ease of use etc.

– If information is worth x and it costs y to break into system
and if (x < y), then not worth encryption

– Wasteful to build a system that is more secure than is
necessary

• Network data is transient (unlike stored data)
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End-to-end argument

• End-to-end argument is appropriate for building a
secure system
– Perform security at lower levels if simple and does not

impact performance

– Higher levels usually know best regarding data integrity
requirements
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Security Attacks

• Social engineering attacks
– Preys on people gullibility (good nature), hardest to defend

• E.g. I once got an unlisted number from a telephone
operator because I sounded desperate (I was, but that
was not the point)

• E.g. Anna kour*va virus

• E.g. If I walk in with coupla heavy looking boxes into
the elevator to go to Boyd 5th floor (at night) would you
let me in? You can go into “secure” companies by
looking like you “belong” there

• Denial of service attacks
– Network flooding, Distributed DOS, holding resources,

viruses
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Overview

• Cryptography functions
– Secret key (e.g., DES)

– Public key (e.g., RSA)

– Message digest (e.g., MD5)

• Security services
– Privacy: preventing unauthorized release of information

– Authentication: verifying identity of the remote participant

– Integrity: making sure message has not been altered
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Encryption methods

• Symmetric cryptography
– Sender and receiver know the secret key (apriori )

• Fast encryption, but key exchange should happen
outside the system

• Asymmetric cryptography
– Each person maintains two keys, public and private

• M ≡ PrivateKey(PublicKey(M))

• M ≡ PublicKey (PrivateKey(M))

– Public part is available to anyone, private part is only
known to the sender

– E.g. Pretty Good Privacy (PGP), RSA
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Secret Key (DES)
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• 64-bit key (56-bits + 8-bit parity)
• 16 rounds
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• Repeat for larger messages
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RSA

• Named after Rivest, Shamir and Adleman
– Only receiver receives message:

• Encode message using receivers public key

– Only sender could’ve sent the message

• Encode message using sender’s private key

– Only sender could’ve sent the message and only receiver
can read the message

• Encode message using receivers public key and then
encode using our private key
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Strength

• Strength of crypto system depends on the strengths
of the keys

• Computers get faster – keys have to become harder
to keep up

• If it takes more effort to break a code than is worth, it
is okay
– Transferring money from my bank to my credit card and

Citibank transferring billions of dollars with another bank
should not have the same key strength
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Public Key (RSA)

• Encryption & Decryption
c = memod n
m =  cdmod n
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RSA (cont)

• Choose two large prime numbers p and q (each 256
bits)

• Multiply p and q together to get n
• Choose the encryption key e, such that e and (p - 1)

x (q - 1) are relatively prime.
• Two numbers are relatively prime if they have no

common factor greater than one
• Compute decryption key d such that

– d = e-1 mod ((p - 1) x (q - 1))

• Construct public key as (e, n)
• Construct public key as (d, n)
• Discard (do not disclose) original primes p  and q
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My Public Key
-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: PGPfreeware 7.0.3 for non-commercial use <http://www.pgp.com>
 =Pv5O

-----END PGP PUBLIC KEY BLOCK-----
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Public Key Infrastructure (PKI)

• Process of issuing, delivering, managing and
revoking public keys

• E.g. Secure Sockey Layer (SSL)
– Client C connects to Server S

1. C requests server certificate from S

2. S sends server certificate with Spublic to C

3. C verifies validity of Spublic

4. C generate symmetric key for session

5. C encrypts Csymmetric using Spublic

6. C transmits Csymmetric(data) and
Spublic(Csymmetric) to S


